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1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	X


2
Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a … 

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 

	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	750016
	5GS_Ph1-SEC
	Parent


2.3
Other related Work Items and dependencies

{List here other Work Items which relate to the proposed one but are not part of the hierarchical structure.}

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	
	
	


3
Justification

SA1 clearly specified in TS 22.261 that 5G network is required to support a resource efficient mechanism for authenticating multiple IoT devices in bulk rather than individually and minimize security signalling overhead.

· The 5G system shall support a resource efficient mechanism for authenticating multiple IoT devices in bulk. 
· The 5G system shall minimize security signalling overhead without compromising the security level of the 3GPP system.

SA1 made it clear that the concept of “group” in IoT context was initially introduced and addressed as part of the “Efficient bulk operations for IoT” where 5G network is required to support efficient bulk operations for high connection density (e.g., 1 million connections per square kilometre). Under that clause, the following three requirements are listed:

· The 5G network shall optimize the resource use of the control plane and/or user plane to support bulk operation for high connection density (e.g., 1 million connections per square kilometer) of multiple UEs.

· The 5G network shall optimize the resource use of the control plane and/or user plane to manage (e.g., provide service parameters, activate, deactivate) multiple of UEs in bulk.

· The 5G system shall support a timely, efficient, and/or reliable mechanism to transmit the same information to multiple UEs.

NOTE: 
The multiple UEs operated or managed in bulk share common criteria, e.g., associated with same user.
In addition, in a liaison, SA1 clearly indicated that the SA1 requirement as captured in TS 22.261 with respect to authenticating multiple IoT devices in bulk than individually refers to the network layer authentication. Moreover, these multiple IoT devices share at least one common criteria, e.g., associated with same user.
Therefore, it is important for SA3 to study and investigate all the security aspects to efficiently support bulk IoT operations for high connection density. i.e., authenticate multiple IoT devices on the network layer in bulk rather than individually and secure communication with multiple IoT devices in bulk, and evaluate the impact on the 5G system.
4
Objective

The objectives of this study are as follows:

· Study key issues and identify the security requirements for authenticating multiple IoT devices on network layer in bulk rather than individually.

· Study key issues and identify potential security requirements for providing secure communication with multiple IoT devices in bulk rather than individually, e.g., transmitting the same information to multiple devices.
· Identify candidate solutions for how 5G system can support authenticating multiple IoT devices on the network layer in bulk while maintaining the same level of 5G system security.

· Identify candidate solutions for how 5G system can support communication with multiple IoT devices in bulk, e.g., transmitting the same information to multiple devices, while maintaining the same level of 5G system security.

Any security implications for the CN or RAN will be coordinated with SA2 and RAN WGs. 
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX
	Internal TR
	Ahmad Muhanna  
	TSG#84 (June 2019)
	TSG#86 (Dec. 2019)
	New TR covering 5GS security – phase2.


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by Ops.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	


6
Work item Rapporteur(s)

Ahmad Muhanna (ahmad.muhanna@huawei.com)
7
Work item leadership

SA3
8
Aspects that involve other WGs

Services requirements are defined in TS 22.261, "Service requirements for next generation new services and markets". Architectural aspects are considered by SA2. RAN aspects are considered by RAN WGs. 
9
Supporting Individual Members

	Supporting IM name

	Huawei

	Hisilicon
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